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MaineGeneral Health Welfare Benefit Plan 

 
HIPAA POLICIES AND PROCEDURES 

APPENDIX A 

 

NOTICE OF PRIVACY PRACTICES 

 
Effective 01/01/2026 

 

 

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY 
BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS  

INFORMATION. PLEASE REVIEW IT CAREFULLY. 
 

The group health plan benefits provided under the MaineGeneral Health Welfare Benefit Plan (the 

“Plan”) are subject to the Health Insurance Portability and Accountability Act of 1996, as amended 

(“HIPAA”). Accordingly, the Plan is required by law to maintain the privacy and security of your 

protected health information (PHI). 

 

PHI is any information that: 

• identifies you or can reasonably be used to identify you; and 

• relates to your physical or mental health or condition, the provision of health care to you, 

or the payment for that care. 

 

This Notice of Privacy Practices (the “Notice”) describes how the Plan may use your PHI and 

disclose your PHI to other entities, including MaineGeneral Health as "Plan Sponsor." The Notice 

also describes your rights to access and control your PHI to the extent it is created or received by 

the Plan. 

 

The Plan is required by law to maintain the privacy of your PHI, to provide you with notice of our 

legal duties and privacy practices with respect to your PHI, and to notify affected individuals 

following a breach of unsecured PHI.  The Plan is required to abide by the terms of this Notice until 

it is replaced. The Plan may change its privacy practices at any time and, if any such change requires 

a change to the terms of this Notice, the Plan will revise and re-distribute this Notice as required 

under HIPAA. 

 

How the Plan Uses and Discloses Your PHI 
 

The Plan uses and discloses PHI in a number of ways to carry out its responsibilities as a health 

plan. The following describes the uses and disclosures of PHI that HIPAA permits without your 

authorization: 

 

• Treatment: The Plan may use or disclose your PHI to health care providers to aid in your 

treatment or the coordination of your care. For example, the Plan may disclose information 

to your physicians to help them provide medical care to you. 
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• Payment: The Plan may use or disclose your PHI for payment. Payment refers to the 

activities of the Plan in collecting premiums and paying claims for covered health care 

services you receive. Examples of uses and disclosures under this section include sending 

PHI to an external medical review company to determine the medical necessity or 

experimental status of a treatment; sharing PHI with other payors (such as insurance 

companies) to determine coordination of benefits or settle subrogation claims; providing 

PHI to the Plan's third party administrator for pre-certification or case management 

services; providing PHI in the billing, collection and payment of premiums and fees to Plan 

vendors such as preferred provider networks, prescription drug card companies and 

reinsurance carriers; and sending PHI to a reinsurance carrier to obtain reimbursement of 

claims paid under the Plan. 

 

• Health Care Operations: The Plan may use and disclose your PHI for health care 

operations. Health Care Operations refers to the basic business functions necessary to 

operate the Plan, many of which are carried out by the Plan Sponsor. Examples of uses 

and disclosures under this section include coordinating/managing care; assessing and 

improving the quality of health care services; reviewing Plan performance or the 

performance of a particular health care provider, network, or vendor; the use of PHI in 

determining the cost impact of benefit design changes; the disclosure of PHI to 

underwriters for the purpose of calculating premium rates and providing reinsurance 

quotes to the Plan, except the Plan does not use or disclose PHI that is genetic 

information for underwriting purposes; the disclosure of PHI to stop-loss or reinsurance 

carriers to obtain claim reimbursements to the Plan; business planning; obtaining 

accreditations and licenses; disclosure of PHI to Plan consultants who provide legal, 

actuarial and auditing services to the Plan; and use of PHI in general data analysis used 

in the long-term management and planning for the Plan. 

 

• Organizations That Assist the Plan: In connection with treatment, payment, and health 

care operations, the Plan may share your PHI with our affiliates and third party “business 

associates” that perform activities for or on behalf of the Plan, for example, the pharmacy 

benefit manager. The Plan’s business associates are required, under contract with the Plan 

and pursuant to federal law, to protect the privacy of your PHI and are not allowed to use 

or disclose any PHI other than as specified in the contract and as permitted by federal law. 

 

• You: To you, as the covered individual. 

 

• Personal Representatives: Unless prohibited by law, the Plan may disclose your PHI to 

a personal representative designated by you to receive PHI or a personal representative 

designated by law such as the parent or legal guardian of an unemancipated minor, or the 

surviving family members or representative of the estate of a deceased individual. 

 

• Family and Friends: The Plan may use or disclose PHI to a person involved in your care 

or who helps pay for your care, such as a family member, relative or friend or anyone else 

you identify— when you are incapacitated or in an emergency, or when you agree or fail 

to object when given the opportunity. If you are unavailable or unable to object, the Plan 



MaineGeneral Health Welfare Benefit Plan Notice of Privacy Practices 
 

3 
 

will use our best judgment to decide if the disclosure is in your best interest. In these cases, 

the Plan will only disclose the PHI that is directly relevant to the person’s involvement in 

your health care or payment related to your health care. Special rules apply regarding when 

the Plan may disclose PHI to family members and others involved in a deceased 

individual’s care. The Plan may disclose PHI to any persons involved, prior to death, in the 

care or payment for care of a deceased individual, unless the Plan is aware that doing so 

would be inconsistent with a preference previously expressed by the deceased. 

 

• Health and Wellness Information: The Plan may use your PHI to contact you with 

information about appointment reminders; treatment alternatives; therapies; health care 

providers; settings of care; or other health-related benefits, services and products that may 

be of interest to you. For example, the Plan might send you information about smoking 

cessation programs, or diabetes education programs. 

 

• Plan Sponsor: The Plan may disclose PHI to the Plan sponsor—MaineGeneral Health— 

for plan administration purposes such as evaluating renewal quotes for reinsurance of the 

Plan, funding check registers, reviewing claim appeals, approving subrogation settlements, 

evaluating the performance of the Plan and Plan management. A plan sponsor of an insured 

health benefit plan must certify that it will protect the PHI in accordance with law. Even 

though it may seem that the Plan and the Plan Sponsor MaineGeneral Health are 

indistinguishable, the Plan is a separate legal entity from the Plan Sponsor. The Plan 

Sponsor may only receive information as allowed by the Plan documents, the law, and this 

Notice of Privacy Practices. 

 

• Required by Law: The Plan may use or disclose your PHI when the Plan is required to do 

so by law. For example, PHI may be disclosed to the Secretary of Health and Human 

Services ("HHS") or any employee of HHS as part of an investigation to determine the 

Plan’s compliance with the federal privacy laws. 

 

• Public Health and Safety; Health Oversight: The Plan  may disclose your PHI to a 

"health oversight agency" such as the U.S. Department of Labor, or the Internal Revenue 

Service to respond to inquiries or investigations of the Plan, or requests to audit the Plan; 

or for public health activities such as reporting or preventing disease outbreaks to a public 

health authority; to report victims of abuse, neglect or domestic violence to government 

authorities that are authorized by law to receive such information, including a social service 

or protective service agency. 

 

• Legal Process; Law Enforcement; Specialized Government Activities: The Plan may 

disclose your PHI in response to a court order, subpoena, discovery request or other lawful 

judicial or administrative proceeding; or as required for law enforcement purposes (for 

example, to notify authorities of a criminal act) or to avert a threat to public health or safety; 

or to specialized government functions such as military and veteran activities, national 

security and intelligence activities, and the protective services for the President and others. 

 

• Workers Compensation: The Plan may disclose your PHI when authorized by workers’ 

compensation laws. 
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• Research; Death; Organ Donation: The Plan may disclose your PHI for research 

purposes, such as research related to the evaluation of certain treatments or the prevention 

of disease or disability, if the research study meets federal privacy law requirements. For 

organ procurement purposes to coroners, medical examiners and other entities that handle 

procurement, banking or transportation of organs, eyes or tissue to facilitate donation and 

transportation. 

 

Authorizations to Use and Disclose your PHI 
 

Except as stated above and as otherwise permitted by law, the Plan will not use or disclose your 

PHI unless it first receives a written authorization from you. For example, without your 

authorization, the Plan will not supply your PHI to another company for its marketing purposes 

(unless it is for certain limited Health Care Operations), or sell your PHI, or use or disclose your 

psychotherapy notes unless required by law. Once you give the Plan authorization to release your 

PHI the Plan cannot guarantee that the recipient to whom the information is provided will not 

disclose the information. 

 

If you authorize the Plan to use or disclose your PHI, you may revoke that authorization in writing 

at any time, by sending notice of your revocation to the contact person named at the end of this 

Notice. To the extent that the Plan has taken action in reliance on your authorization (entered into 

an agreement to provide your PHI to a third party, for example) you cannot revoke your 

authorization. 

 

Additional Restrictions on the Use and Disclosure of your PHI 
 
Where state or other federal laws offer you greater privacy protections, the Plan will follow those 

more stringent requirements. For example, certain federal and state laws may require special privacy 

protections that restrict the use and disclosure of certain health information, including highly 

confidential information about you. “Highly confidential information” may include confidential 

information under state and or federal laws governing alcohol abuse treatment; drug abuse 

prevention or treatment; genetic information or tests, information pertaining to HIV/AIDS testing or 

treatment; Mental Health treatment, sexually transmitted diseases testing or treatment; child or adult 

abuse or neglect, including sexual assaults; and other “privileged” communications The examples 

of permitted uses and disclosures listed above are not provided as an all-inclusive list of the ways 

in which PHI may be used. They are provided to describe in general the types of uses and 

disclosures that may be made. 

 

Certain Other Health Information 
 
The Plan may not disclose protected health information to a plan sponsor for employment-related 

purposes or in connection with other employee benefits or benefit plans. Again, the Plan and the 

Plan Sponsor are separate entities and have separate records. Likewise, please note that not all of 

your health information is PHI and therefore may not be subject to these rules. In particular, the 

use or disclosure of health information that you provide (or that is provided by someone else at 

your request) to your employer, and is maintained as part of your employment records, is not 
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subject to these rules. Your employer may use or disclose such health information for employment-

related purposes, for example to fulfill its legal obligations under the federal Family and Medical 

Leave Act or under the Americans with Disabilities Act, or to provide life insurance or disability 

benefits to you (or your beneficiaries). In addition, information created or received by your 

employer in connection with workers' compensation benefits is not protected under the HIPAA 

privacy rule. 

 

How the Plan Protects PHI 
 
The Plan protects oral, written and electronic PHI throughout the MaineGeneral Health 

organization. The Plan does not sell PHI to anyone. The Plan’s internal policies and procedures are 

designed to control and protect the internal security of your PHI. These policies and procedures 

address, for example, use of PHI by the Plan’s workforce. In addition, all MaineGeneral Health 

employees are trained about these policies and procedures. The policies and procedures are 

evaluated and updated for compliance with applicable laws. 

 

Your Individual Rights 
 

• Right to Access to Your PHI: 

You have the right to inspect and copy most of your PHI that is contained in a "designated 

record set" for as long as the Plan maintains the PHI or a summary explanation of PHI if 

agreed to in advance by you. A designated record set contains claim information, payment, 

and billing records and any other records the Plan has created in making claim and coverage 

decisions relating to you. You may not have access to the following records: psychotherapy 

notes; information compiled in reasonable anticipation of, or for use in a civil, criminal or 

administrative action or proceeding; and PHI that is subject to a law that prohibits access to 

that information. Requests for access to your PHI should be in writing, reasonably describe 

the information you would like to inspect or copy and be directed to the Privacy Officer listed 

in this Notice. If your PHI is maintained electronically, you will also have the right to request 

a copy in electronic format. The Plan have the right to charge a reasonable cost-based fee for 

paper or electronic copies as established by state or federal law. Under certain circumstances, 

the Plan may deny your request. If the Plan does so, the Plan will send you a written notice 

of denial describing the basis of our denial. You may request that the Plan send a copy of 

your PHI directly to another person that you designate. Your request must be in writing, 

signed by you, and clearly identify the person and the address where the PHI should be 

sent. 

 

• Right to Request Restrictions on Uses and Disclosures: 

You have the right to request that the Plan limit its uses and disclosures of PHI in relation 

to treatment, payment, and health care operations or not use or disclose your PHI for 

these reasons at all. You also have the right to request the Plan restrict the use or 

disclosure of your PHI to family members or personal representatives. Any such request 

must state the specific restriction requested and to whom that restriction would apply. 

The Plan is not required to agree to a restriction that you request and in certain cases, 

federal law does not permit a restriction. However, if the Plan does agree to the requested 

restriction, it may not violate that restriction except as necessary to allow the provision 
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of emergency medical care to you. The Plan must agree to your request to restrict the use 

or disclosure of PHI for payment or healthcare operations if you have made payment in 

full (out-of-pocket) for the services. 
 

• Right to Receive Confidential Communications: 

You have the right to ask the Plan to send communications of your PHI to you at an address 

of your choice or that the Plan communicates with you in a certain way. For example, you 

may ask us to mail your information to an address other than the subscriber’s address. The 

Plan will accommodate your request if: you state that disclosure of your PHI through the 

Plan’s usual means could endanger you; your request is reasonable; it specifies the alternative 

means or location; and it contains information as to how payment, if any, will be handled. 

Any such request must be made in writing to the Privacy Officer listed in this Notice. 

 

• Right to Amend PHI: 

You have the right to request that PHI in the Plan records be amended for as long as the 

Plan maintains the PHI. The Plan may deny your request for amendment if it determines 

that the PHI was not created by the Plan, is not part of the Plan records, is not information 

that is available for inspection, or that the PHI is accurate and complete. If your request for 

amendment is declined, you have the right to have a statement of disagreement included 

with the PHI, and the Plan has a right to include a rebuttal to your statement, a copy of 

which will be provided to you. Requests for amendment of your PHI should be in writing 

and directed to the Privacy Officer listed in this Notice. 

 

• Right to Receive an Accounting of Disclosures: 

You have the right to receive an accounting of all disclosures of your PHI that the Plan has 

made, if any, other than disclosures: (1) for treatment, payment and health care operations, 

as described above, (2) disclosures made to you or to your personal representative, or 

people you have designated, (3) disclosures made pursuant to your written authorization, 

and (4) certain other disclosures permitted or required under HIPAA. Your right to an 

accounting of disclosures applies only to PHI created by the Plan after April 4, 2004 and 

cannot exceed a period of six years prior to the date of your request. If you request an 

accounting more than once in a 12-month period, the Plan may charge you a reasonable 

fee. Requests for an accounting of disclosures of your PHI should be directed to the Privacy 

Officer listed in this Notice. 

 

• Right to Receive a Paper Copy of this Notice: 

If you have received this Notice in electronic form and you would like to receive a paper 

copy of this Notice, please direct your request for a paper copy to the Privacy Officer listed 

in this Notice. You have the right to receive a paper copy even if you have previously 

agreed to accept this Notice electronically. 
 
Privacy Officer and Complaints 
 
If you believe your privacy rights have been violated, or if you believe that your employer has 

violated the policies adopted by the Plan Sponsor for the protection of your rights, you may file a 

complaint with the MGH Health Plan Privacy Officer by writing to: 
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Privacy Officer/CHRO – MGH Health Plan 

MaineGeneral Health  

10 Water Street Suite 301 

Waterville, Maine 04901 

 

Upon your request, the Privacy Officer will provide you with a complete copy of the Plan’s 

complaint procedure and the form necessary to file a complaint. Neither the Plan nor the Plan 

Sponsor will retaliate against you for filing a complaint. If you are not satisfied with the handling 

of your complaint, you are free at any time to file a complaint with the U.S. Department of Health 

and Human Services by sending a letter to 200 Independence Avenue, S.W., Washington, D.C. 

20201, calling 1-877-696-6775, or visiting www.hhs.gov/ocr/privacy/hipaa/complaints/.  

 

http://www.hhs.gov/ocr/privacy/hipaa/complaints/

